s = A A2 et AEAl 2F 40 &

(Windows) NTE &XlotS M JI=2dcz MHL = 22 J80 o
21010t? (3)

2l XH(Administrator) J1&

QT E1|O|E1(Backup Operators) &

(Root) 1

HI(Rephcator) ag

XHUsers) &

[0
10

@ ® @ ® & 10 H

0
KA

>t qv 2 2
Im e

010

ZI2HA SIISE fol A2 &= 2L E(monitor) LA AIEE= dateg 0|20& A
27 (1)

@ wait-signal

@ read-write

® test-set

@ compare

® enable—disable

U

H U
|
=2

(multilevel feedback queue scheduling) JIg
[

= =
HcH2E HP=S2 AlA0l SE+5 O ¥2 =AE XL
|

gl:

>

S

o

NN

g A
AT b i
no ro o

S8 =22 A0 ==ol0 =N =Ct 0 OtX

0
2
=)
"

[m]
2

=}
10
Al
Ir
>
N
i
U
[is
s
o
S

@ priority
® EDF
4.02212 W SHE3k(internal fragmentation) EME HZE = U
® MIdHolA
@ A 4 (thrashing)
@ HOol&
@ Aoty
(® preemption

rr
0%
Ik
ro

N



[

2 & W= 4Ei(deadlock)ll E R X2 (necessary condition)0| Ot:l 2427 (4)
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@ RIe= BeRHMUA 2eldD MEEH= 2011, AMBHUHA ES6tCt.
@ explorerfil Al= windows CIZ2E2|0l cookiect= ClIEER|0 Y2 NHES L

FI10 2o Ot
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20. Ci=S2 EHLS 3Hot= oA ATel 2B0ICH OIS Y & ¢l 2427 (5)
<EJI>
[root@forensic root]# telnet www.your_domain.com 80
Trying 192.168.0.1...
Connected to www.your_domain.com.
Escape character is '""]'.
GET http://www.your_domain.com/user_info.html HTTP/1.0
cookie:id=webadmin
HTTP/1.1 200 OK
HA 2AMR. 0l stHE FI| 2IESS SUst AHEEt =2 = U= stEY LT
Connection closed by foreign host.
@ Telnet2 OIBEH Al A0 E58 SEHOICH
@ GET O£ Soll webadmin?l user_info &HOIXIE LAMC

@ cookiegt= idBt2Z2 QI=3ULt.
@ dilH= CtE ot0oICIZ2e E 20| Jb=solLt.
® httpZ2E29| dlIHAS HHI 8F-EIH 2 £ QiCt.




21. C+2 SSLOl tHer &Y = &l 2422 (4)

(1 SSL2 NetscapeAtlAl HS2Z HICHULCE.

(2 SSL2 SSL Handshake Protocol, SSL change Cipher Spec, SSL Alert Protocol
AAAQl Zor MHIAE HEot= SSL Record Protocol 2222 LSO

@ SSL2 &SEl RZHs st HAIN 2Z&E, JIYHds <8t 258 HEHsE S

@ &Ml SSL Record Protocol22& TCP HESoIH0 A SZHSHCY.
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23. T2 nmap ZE AJNUHS e 20 et dHoz Sl A2? (2)

<2I>

[root@forensic run]# nmap —-sS -O 192.168.0.1

Port State Service
21/tcp open ftp
22/tcp open ssh
23/tcp filtered telnet
6000/tcp  open X11

Remote operating system guess: Linux Kernel 2.4.0 — 2.4.17 (X86)
Uptime 4.292 days (since Tue Apr 1 23:51:22 2003)
Nmap run completed —— 1 IP address (1 host up) scanned in 2 seconds
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@® John the ripper
@ Crack
® Nmap
@ wwwHack
® nessus

. ZHY 2 Olotd| <ol A28 JIH0 A= stealthd|H2 &C.
jHo| I8 & stealth JIB0l =otX &= 22? (4)

@® Fin flag JI&

@ Tcp fragment JIY

® Ack flag JI¢

@ Syn flag JI¥

® xmas J|Y

2|
(=]

£ R3I5tJ| fst Y22 TCP
1E 2% &30t AMol=E Jlge 20
(» Tcp Connect JIE
@ Reverse Ident JI &
@ XMAS flag J1&
@ Tcp sweep I
® Null flag 21

t? (3)

27. T3 2 Windows 2000 MHOIA 222 S30 HEY = UALE 22 JIsS &
Jls & &EFE ugst A0Ith. 013 2xRE 28 DA, (1)
(» SNMP
@ HAH=zA
(@ EFS(Encrypted File System)
@ |PSEC

(B ACL(Access Control List)

28. 2 oY &7 = A2 X2 key strokeE EX= &E32=? (1)

(O Passpy

@ Voob

® Satan

@ Nuke

® Goldeneye
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Xl 01 (Role Based Access Control)&=
ottlel == WUIA Jfelel HsH(AR)
E2HH 27 ALl = 5
MOl 2o ZEMo|L 2ot
LHl THEZ O ([et,
2 M0 24 0[CH.
MAC(Mandatory Access Control)2l
MO Zetel MEo| HlYA =/t
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ol ACL(Access Control List)2 24

250 X0 O1E H22 HMEHs
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2H JE2RNZ AR, 9g, AsHor HOIAE)
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of X A (Constraints), AMl&(Sessions
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30. #2IA 20009 E&O0| Ot 227 (2)

1 BRZ|IlA 20002 windows95/98/NTES K| & &tL}.

@ Plug-in Jls& Xl&otXl %=L
@ XOR, 3DESE XI& &tLl.
@ Default &8 2 &= UL
® GUIZAlS XI&SHC.
31. AL 2ol ClAIN 2=E MEHZ MEIESSE I 542 HSAZ i 292 33
H=? (1)
@ Chattr +c [filename]
@ Chattr +a [filename]
@ Chattr +i  [filename]
@ Chattr +u [filename]
(® Chattr +d [filename]
32. e ZE(mail bomb)dl et &¥oz E&l 212? (5)
® A2 AMEXOA relaydlsS M3ote AHE Sol €&EIIS St
@ MUYUHAH =8, =& SO HLS &HU ElH= 22 LS
® HY Z& 22 aenimalt UL
@ MY ZE2 SAAD AIAEN 2He2 DIRIC
® [Z1]cte 27E &YotH SEHO Mol =C..



33. ATOIRIN Z2 &40 CHE &Y = S8l 242? (2)
@ ZAlotCietE spy2t 2T EQINIF MM spy+ waredt &AL
@ ANIOIRIO T2 )22 MDA NE AMH 22H0IHE X2 Z UL
@ ALOIYO =282 W ZEHS FEE Y T 03ol HMEXHH &6 Hel
Ct.
@ ALOIFAI=E SHEZOLE HiOIdAXME Hiole AKX EMEQ AIMES &2 JIA
£ = UL
® ALOIFAIHE MMt &2 OptOutllete ZZ 30| RUCH.
34. OIS 2LEX 2 = UK WU CHE stueE? (3)
SHAEQ YUY
@ S& F=
@ =L =E
@ &3Y
® W= Jtse el
35. /etc/fstabl &E =2 IEIEN st S&2 BHIE = == UL 0l0 et dFe=z S
gl 2d2? (1)
@O default : 2 =80l CHoll HMISHSHCH
@ noexec : ASMIIAS A & = Q| StCt.
® noquota : AI2X SIE2ES MOE [ AFZEHH
@ nosuid : SUID/SGIDHMIAE SHXl RGHH SHCH
® nodev : SE& EXILI 22X CIHIOIAE HAIA GHA RSHA ST
36. RATE F?4ct= 5IHA T2 030 s 89 = sel 12? (1)
@ Snarf @ ALEXIAIAEQ snortet HHSH=E plugin T2 )
@ Ncat : rulelt SHEEFIMUS 4D CSV EHZ &
@ ncat_report : CSV EEHS MYS 41 HTML SEEHZ2 =
@ Rat : &AM H2ZXI ASote T2 )H8HOZ [HE EEZJ_%”%% SELPNEL
® ncat_config : 2 & 24REHS SHUH XE= ruleg 24
37. RLIANAL EP%AI*E“ 23 = OtE HEgst He? (4)
@® /home /tmp HIEIE 2 MEXNSS fIoH suid SE2 HEAIZICH
@ NFSOll A DPgé ML AIAE S write—only2 exportstCh.
® anonymous ftps RAEE M ftp EX CIEE2|Q etc, bin 2 ftp2 AR 00k SHLH.
@ OHIFXl 2ot ol Als TRl hitpde & 22| XHQl root 8H0| 11D & £ U

= o
T T
T2 ot Ade ALK 18 12l 7 U other) & & U= FHC.
B sendmail 2| spam relay JlssS &&& [ access DB= /etc/mail/sendmail.cfiil
M &=ICt



38. CI& xinetdOl Oist &2 =&

un
v
x
02
o
D
S

<2I>

[root@forensics xinetd.d]# cat telnet
service telnet

{
disable = no
flags = REUSE
socket_type = stream
wait = no
user = root
server = /usr/sbin/in.telnetd
log_on_failure += USERID
h
@ B telnet MblAE S= S0l UACH
(2 Wait 80l noQl 2122 20t single threadZ A& S 20| &HCt
® A3 SHEle AE™ I8t MHIAOILEH
@ e MHIAZ Ald & 2 T2 ]S /usr/shbin/in.telnetdOl Ct.
® ZLEE BAG| /A= portat2 FIHAIIIEH &L

39. LS mWL S0l tHet &8 5 S8l A2? (3)

<EJI>

—-rwsr—xr-x 1 root student 8044 Apr 5 04:32 test

drwxrwxrwt 7 root Sys 507 Apr 5 03:30 tmp

drwxrw—r—=— 4 root student 9728 Mar 20 12:27 bin

@ “test"cte= M2l IHOIEES “chmod 4755 test’ele YB3 Z & = QUCH

@ “tmp"UHELINM 2E AFEX = CE AFSA HSte mes Mg £ XL XS
== UL

@ student groupOll =8 AIEXSE bin CIHECIE A1) M= AHSH0| JAN IHLS M
dg = UL

@ “test”"E Aol student= testZZ 1S AMSt= SO rootl ASHES JHXIA &

Ct.

® “tmp” &0l &F& St S0l ‘t'= “sticky bit"Jl €& & RZ0ICH
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2. BB E MEGH| ot ArEd = HES27 ()
@ Physical Layer
@ Link Layer
® Network Layer
@ Presentation Layer
® Application Layer
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e
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4. Gt ICMPII SAE & etHU 2o AIES= 28EQ 2825 = £ JtXO0ICH ICMP

T O He? (1)

O ct*HE=E UOE SAEL ctRHI EM &Y IS8 HEE 2EE == 8l

@ ct*H= £ 22X UERKIAZ == IP OIS EUl=0 A SE = /A= O
L2 220t A8 28X 2280 SAE = UL

® t*HE= 12S0 ™Melshlols WS 22 1P CIoIe 80l SX&sS UE AAH
o SXg = At

@ SAES2 282 S8 ot | MEHE HWAIKNE MAE Wag = UL
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serverE AIE&HLL.

5. Yb0tA(Netmask)dl= 201 LIFHO JAHM 2 =0 et 2EHE = A= 1P =1 HE
S ECh O3 & B 22 A IP Netmaske - 2421012 (3)
(1 255.255.255.255
(2 255.255.255.0
® 255.255.0.0
@ 255.0.0.0
® 0.0.0.0
6. CtS SNMPOI 2ol S&ols HWESRAD 22l 74 QAS H98 210z g2l A2? (5)
(» NMS(Network management Station)2 CIHUNAN UHERKZD 22 SEE2 =ot=
SAEOQ|ICT.
@ NMA(Network management Application)2 &tLt OIAS] UHIESRZDR RAE 2ZAIGHD
Moot WERZ 22l AHIOIEMAM AdE= T2 0I0
@ NE(Network Element)= 22| ZHME EZ&dt= MIB2l 222 22| HI0I®EE R X6t
= QYA 2HRA0IL.
@ MA(Management Agent)= HIEQIT 22|l 220 2o LEE HERKT 22l JIs=sS
oS O] Yes UERRD QANA Aldg s T2 0|0,
® MC(Management Control) HERI3 22l &0 2o QS UHERID SH JIssS
s Q| Yes UERRD QANA Adig s T2 0|0,
7. AHLHOII LANS F=0t10 QY MEMD HAGHE AHLHS LANSE 25 & [ 228 &bl
Jb otel 2327 (1)
@ 2l & (Repeater)
@ cet<E(Router)
® DSU/CSU
@ 512 (Hub)
® olg4 3t=
8. SCIOIHER} AHO 28 o=z 22X %= HS? (4)
@ AMEIA REE BlUle SERAE 2C0|HERID S
@ ZCI0IMEE ZZ SAENM ATs QA% A SAENAMN A= MHRA
2to] Sl MES 20 SES AIEESHT
@ MHeE HEE2 2 U Hls S& #H/AS SHRl 2 =L
@ Interactive server= &F =2t0l 0de 2Cl0IHES QAES XMalg = UL
® AHII 2 @2 UEAI|=d A= Al2ZE 02l X RE &S concurrent



9.

10.

11.

12.

13.

ts 89 & g8 Aa2? (5)
Xt

N}

LAN=S *4&ot= EUlUle & ItE, olE, AKX, B2, 2t*H S0l ULH.

@ NIC(Network Interface Card)= PCE LANOI H2ZAI9|l= &BIOICH

@ NIC= HHHUWAN RLS MAC =AE AMESIH, OSI 2HSES JlsS =™ )

@ NICE =g Me WEKA FZ, NetBIOS, MSUAM, 88 &, EEZ2X SS 1
4ol OF StCt.

G Moz LANOIA AIE&ZEsE UTP HOI=2 AS2Z4HE JHEdd 500m 04l &

0l Jt=0otLt.

S

CtS Traceroute T2 &0 s &Yooz ¢l

@ Traceroute T2 )2 T30l SHXI =<6l

@ Traceroute ZTZ ]2 XAl AFEEHIL QIHYE S6
HOIEHIOl BEHE JISSEHC.

® Traceroute T2 )82 UDP2 TCP ollCiel TTL HES OI%@EP.

@ Traceroute Z2 02 QIHY A0 2O Y= HERIE

® Traceroute T2 )82 2t S0 Zele Al2te &2 HAlol %E}.

ChS & Y MES3HdsS EXE [Mf BtEAl 28 EHIZ2 BIHE A2? (3)
@ LAN card - Router — IP - Switch - CSU

@ MODEM - DSU - Router — Hub

® LAN card - Hub - Router - DSU

@ MODEM - Hub - Router - CSU

® LAN card - CSU - DSU - Router

HIERID &0IM Zet0lEL 20 7 Al 2 EX12 S§ F20lA 238 = Us US

Ol Otel H27 (4)

2
=
0o
H
Qﬂ

x

bl

@ &40 HZ, /M0 T =

@ UIERAD &AM ZME I SRS HE2 3% 0IS0 et &3
g0l et AlS et 28

@ E3 2SS 01822 AFEs X0 st #I] JIs2 £F

® X0l et 82 dets 252 e = UCHL

Ping HZ4& AIE0 Oist &2z Sl 2127 (3)
@ Ping2 S8 HS MHlAZ 2HY §A

@ Ping HEUHE MEE Il SAEQ 0/80ILE O._|E151'
@ Ping2 &% JF%@ SAEQS 25 Il

@ Ping ¥&

® Ping ¥&
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—
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=2 sy Fdl0IC
@ ctRHEH #MAIIsE2 WA 2N BZE LF5t= 200
@ 2eHEC=z 2tRH= ARLUHAM WRL2Z9 FH2 AIXEe=z YstHol J|I2H0l
E o

15, RHHY MHIALS AN SHO Us €892z 22X 2= A2? (4)
O WAP gtalg 2442 S QYIS ASS fIcHA WAP HOIEROE S0 UL
@ f4& AHE= LH= WML(Wireless Markup Language)2 WAP AHIAE 2EoH0F &
Ct.
@ MSIt ME3dtd U= ME(Mobile Explorer)= WAP HOIERIOl JlsE 24& &2 W
O EetRX It stCt.
@ MSE J|ZEQ HTTPR S350l O AF2S JITstD QUCH
® RHCHY 32 /X gt B2 MblAz &&FE MY0IC.
16. TtS Finger Z2 &30 st 8g9o=z E¢l A2? (5)
@ Finger Z2E22 3 SAEMNO ASXH 28 32E MBS
@ Finger Z2E22 1 AIAEO & 202 Al2H IDIF SACUXE & £ UA &t

Ct.
@ Finger Z2E22 JHEE =2 24}
@ Zz2E2 2E0AM Finger A=
B M2 20| ERIS &2

- T

17. IS tcpdump ZZ2 020 TSt LHZOICH XX 2= 2427 (5)
@ Tcpdump T2 2 NICE XY 2= (promiscuous)

=z d8olA S&HEC
o= U= A OI[:I.
f——— [— == T M

@ Tcpdump Z2 ]S AIEE 2R AN s2= 2 T
® Tcpdump 4.4BSD, BSD/386, SunOS, Ultrix, Hp—UX2 &
=

UNIX AIAESOIA XI&

@ BSD 2tAlo] HLE S tcpdumpE AF2olJ| o BPF(BSD Packet Filter)S M Z28tL}.
B Tcpdump Z20d HEO=Z &2l AN AME iptraceES M =8tHCE.



18. RIP(Routing Information Protocol)0l CH&t & H

O
@ RIP= & =Jt 150142 HERINAM= AMEE = 8lChL
@ RIPE el HRIE & =2 HNEotn U222 WeE B2 d80] HEL,
® ct*E FEDL 30=0tCH NEEE=2 HOHAl S0 E H
@ &2 #2222 UEHIN HZ2ot2=2 UHERZD HIE =Al 2tRE Z20

® RIPE QEY 22E 2ItX EF2 HAINZ F&E = 728 Z=C0h

©
%
<
(o))
1o
+
Im k-
é
]
to
Jn
0
2
o
o
i
02
|0
HU
i
m
o
r1o
~
o

@ aAe=Z el =
@ 16HIEX 8 RE22Z LS00 2 222 2E()22 =&ttt
® IPv42t 20l 108 HMAHS OIScHA HIISHCH

20. Ot = UIERZA 22 Z2ESD JHE Heldt & 227 (4)

21.

22.

ro

—

1) HEMS(HighLevel Entity management System)
@ SGMP(Simple Gateway Monitoring Protocol)

® CMISE/CMIP(Common Management Information Service Element/Protocol)
@ ARP(Address resolution Protocol)

B SNMP(Simple Network Management Protocol)

Ch8 32 8 & S40| UE otthe IR Z2tet. (3)

@ Trinoo

@ Tribe Flood Network

@ TearDrop

@ Stacheldraht

® Shaft

HERKIT JI8te ZAMHIAR S A(DDoS) 2 Gledt) XtCtat)| s s &
201017 (3)

1 MESHA 22 ZLE= 2t2H S
@ IP directed broadcasts J|s& At&EotE S StCh.
® RFC 1918 0l H2lE AtEIP E &
@ €=2o| IDSLt Firewall HHIE &2
® LZE2 QoS?! rate-limitE 0

in M

goff = EciE = Hetstit.



23. hunt Lt dsniff 2t 22 ZZ2]&#S 0|EotH AKX SHUAE st dHS 0lEotH
AL (sniffing) 2201 Jtsottt. Gh8 271 S 0l 330 AFZFHC=Z Heldt ¢ AR
SAeIot?  (3)

1 Switch Jam(MAC Flooding)
@ ARP Redirect
® ARP Cache
@ ARP Spoofing
B MAC Duplicating
24. OfcHel ZUE 2BUAS M 0l HIERI=E HHES A0 FHAsUD FTFE 2= A=I1?(2)
<EJ>
# ping 202.102.233.255
PING 202.102.233.255 (202.102.233.255) from 211.13.2.1 : 56(84) bytes of data.
64 bytes from 202.102.233.207: icmp_seqg=0 ttI=126 time=3345.4 ms
64 bytes from 202.102.233.194: icmp_seq=0 ttI=126 time=3542.7 ms (DUP!)
64 bytes from 202.102.233.193: icmp_seqg=0 ttI=126 time=3738.8 ms (DUP!)
64 bytes from 202.102.233.214: icmp_seq=0 ttI=126 time=4053.1 ms (DUP!)
64 bytes from 202.102.233.207: icmp_seg=1 ttI=126 time=3316.3 ms
64 bytes from 202.102.233.194: icmp_seqg=1 ttI=126 time=3541.0 ms (DUP!)
@ land attack
@ smurf attack
@ syn flooding attack
@ ping of death attack
® winnuke attack

25, 2EF AWM ZZ )Ml 22X AIAES OS L OS HE HEBE I <6 0S
fingerprinting 2 scang = U= JIs=S HSot2 UL [Oetd 22 AHUMAH=E WX S
S 3ol Olefst OS A2 BAUE e = Y=0l, Us = OS fingerprint 2UE ?I=06t
o 22 = Y= s PAAUIN? (1)

1D 0S HBE /AXE FR BAXNE EctA8A S22 S2AM2US XNHAZE = UL
@ 0SS HEEE 9IXg &2 ZEILEs SO HEANM ANE /AXE £ UL

@ 0S B2 E fIXE &E=2 exploit 2ZE2 AMTMNE X 2 QUL

@ 0OS B2 E fXe FR NANSsE AM T2 0| AMEKEGCE L2 & = UL
® (1),(2),(3).(4) 25 EEOIC}.



26. S UEHEQ A TZ)E#Q nmap 0 Mol AMe = A= IS0l Ot

H

27 (2)
@ AIAES OS HEFE
@ ANAEN AXIE0 JUs S8 T2 )8 HEFEE
® openTl Ues EZEI HEH AIEXS AT AMSMFOIX AHA
@ ZAU= ZED} tep/udp X L0 CHst B &
® UWERK3IS 0 SAEDN AOIJUSEXIN et B2
27. ts2 ds EEHe =20l et Tyl = thsgyeldt? (3)
<EJ|>
1. AIABIS 82 17 IAIIE =H=C.
2. elISAHZ2 AL syncookies Jls= 0|3t
Windows HE2l B2 dXIAELCIE HESH.
3. ctRHUA= ZH SFEQ! tcp interceptE & & &L
@ land attack
@ smurf attack
@ syn flooding attack
@ ping of death attack
® winnuke attack
28. Otch= S3 MBS ZIMYOICH Ofehel 2OME S 2HZE 2FE £ Us A27(2)

28/Aug/2002:23:21:32 +0900] "GET /cgi-bin/phf" 200 1262
28/Aug/2002:23:21:32 +0900] "GET /cgi-bin/test-cgi" 200 420

alzza.test.com — ]
]
28/Aug/2002:23:21:32 +0900] "GET /cgi-bin/handler" 404 -
]
]
]

alzza.test.com -
alzza.test.com -

|
— — — — —

28/Aug/2002:23:28:55 +0900] "GET /cgi-bin/phf" 200 1262
28/Aug/2002:23:28:55 +0900] "GET /cgi-bin/test-cgi" 200 420
28/Aug/2002:23:28:55 +0900] "GET /cgi—bin/handler" 404 -

alzza.test.com -

alzza.test.com -

alzza.test.com -

@ alzza.test.com OHlA AMHIAHE(Dos) B2ARS AMESHATH

@ alzza.test.com OlAl mscan It 22 AM T2 )HE 0|0t cgi T2 &2 &M
SEE AIMLGHULCEH

@ 3= 320 830t MB{el 23S & S6HACH

@ BAXL AMet TYS 2F MO =HotD JAULCH

® &A= KA AAIP E XS AHGIALCEH




od

24

of CHet X

29. hijacking 220 CHst &X 2 Z JIXIJF UL CHSZ= hijacking 223
BHEH I HEelJF & 2127 (1)
(1 Covert Channel Xl
(@ desynchronized &HE{ EHX]
@ Ack storm E Xl
@ E3 HMEWM M2 24 L WES S &X
® JIUX 22 &% el
30. OIS = udp 2209 S&O0l CHoH &2 HHst 212 22401017 (4)
@ St2E WA udp W20l drop € == ULH.
@ LS =ZHIZ udp ABIANAM M2 S22 6Kl &=L,
® UHE=22 2Ust8HlA= udp 2SS drop 6tES SO UCH.
@ udp A2 A= S AI2IE OF BICY.
3B icmp port unreachable BIAIXIZ AOIUKX %S udp ZE SEU SIE=8HC.
31. ©ESH(Fragment) 2 236t Ofel IS EH (DF) 2t= bit JF &3 T Uses AS
& 4 JA=dl, DF 2 /0|2t 256t HIZ2H A &st 212 2201017 (4)
<8J>
192.168.1.4.45080 > 10.10.10.3.www: P 1:146(145) ack 1 win 5840 (DF)
1 DF JF &8E 2122 20l Dos 822 AMETole HAYs =& = UL
@ DF J} &&= 2122 B0l 23tEH0|LE IDSE RaotdAe AIEYSE ==& 4= QL.
® DF = Do Fragment 2 202 c2IR2HUHA SHEHSIE BI00F & dR E&9 =
JbMoOl H3Igi0| SHE SIS olct= 2 0|0IC}.
@ DF = Do not Fragment 2 90|22 SH3IE olkl Zcts 202 2RHWA &
EHSIE ol00F & ¥ 0| HIEDJI 43L0 Ues MYS 2SS drop otAH =L
B DF J} &8E 2oz B0 HEHE AMol=s 2Hes =58 4= UL



32. (tS2 WE UWESKIAS 130.100.1.1 M 2AF HUSZ tcp 22 JisotXlot 28
OIEHUNAM e UWERIOZ E2cls A2 XHeieil & 3R Us 20 838 £+
Ct. Ol ( ) Ol SO0 & HE0H= 2A0t? (5)
<EJ|>

Router(config)# access—list 100 permit tcp any host 130.100.1.1 ( )

Router(config)# int serial 0

Router(config—if)# ip access—group 100 in

1) permitted
@ allowed

® connected
@ received
® established

33.HtE 3t E (fragmented) ITHAO0l SHEdte SHEXNA dESE F2 Fa¥oz MWEE
(reassembled) &J| oAM= Z IJtXl SHEHZ A2 OetoF st=dl, s & 824X €2
HEE RA00t? (3)

O StHEStE W2)ele sL&t fragment id & SR 6t0H0F SHCH.

@ 2+2to| HHEgIE m3le SHESEI| ol AWML |XE LI fdH offset HEE
XI & 5H0{0F SHC,

@ 2o HtHESIE D22 HESE D Old 20N =ME €J| <ol =MBISE
XI & 5H0{0F SHCH,

@ 220l chHE HHESHE IH3I2l ALOIZ2E XIE GO OF SHCY.

® XtalQl SHHEHO|l OFXIS SHEQIX OfLIH FIrFCQI HEO| JeXl RS XIESHH O
St

34. AR2HUWAM HBcts 2o HHUWS oFLIR! "service password—encryption" & Al&H6H
HRHS config ME0H HEZNH U= &= = plain text B2 €8 F33t AMAHASL.
ChS EJ] & ‘"service password—-encryption" A& Al 2¢S53Ee=s B2 2401017 (2)

@ login username

(2 enable password

® snmp community string
@ enable secret

® (1),(2),(3),(4) 2=




35. Cts2 &atH (firewal)2 HE SHOl s &l (2)

<EJ|>
1. &= W2 ZHEUA M2 &4
2. {212 & HEHE Itetot 20l JHh2 IHIQIXl OtHXIE sSHELZE 8t
3. SHELZ LEJ HESEHE FTPE2 AMHIAZ 1A
4. TH2IO] S=dl A2 AHAZSZ U220 JIY96t JI1&ELY Ex5s JtE6tl s9
L= IzgstH) KsstE S35 AH.

(» Network Address Translation
(@ stateful inspection

(@ Transparent & Threaded Proxy
@ URL Filtering

B High Availability

36. (I8 = cIHE CHNGIHH 2gdt= Zotol ol 22X 22 22 2A2D? (2)
@ AISotAl 2=CtH SNMP 2 disable StCh.
(2 CDP (Cisco Discovery Protocol) Jls2 &S6tES
® consoleMl A2t H2& H2R telnete2 H2E £+ &
AI2ICH,
@ 218 YI1&£=8 &3olod 21
® 219 HHUE YIIESE &

37. L2 MRE S0HAM E3 Jlsd 28 Z2HES Aot ?18t £ZO0ICH Ot €3
2 oM™ Jlss X6 /st HelX O8 2I1 = StUs =etet. (4
<EJ|>

config)#access—list 101 deny tcp any any range 137 139
config)#access—list 101 deny udp any any range 137 139
config)#access-list 101 deny tcp any any eq 445
config)#access—list 101 permit ip any any
config)#interface serialO

config—if)#ip access—group 101 in

@ MQRRIMA T2 2 Xic
@ &N T2 Xt

@ X-Windows T2 18 X}ct
@ Windows 85 Xttt

® Z=EA T2 3t



DAZ
(4)

38. ks
( ) Of

192.168.0.0 /16 =
£ XlI&atet.

uin

o
o

Router(config)# access—list 101 deny ip 192.168.0.0 (
Router(config)# int serial 0
Router(config—if)# ip access—group 100 in

) any

™ 255.0.0.0

@ 255.255.0.0
3 255.255.255.0
@ 0.0.255.255
(B 0.255.255.255

TZEZ0 CHoH
StCt. JECOHH

@ SYN,FIN

@ SYN,ACK

3 SYN,ACK,FIN

@ SYN,FIN,RST

® SYN,ACK,FIN,RST,PSH

ZHEy &
icmp ZZ2EZ0

[

=

M=
ol M=

XH
(=T

(inbound) E2HZ 0l CHAH

| of
ol

=2

A

—
—
HE &

4

—/

XS] /6l tepl flagE JIEC=Z2 & tep
SEH:=E

Z2H




HEESHEINSIS) 282 EY| HEEA

iz = HE2IHOIE 2ot Al & Al 2t 4 0 =
. SMTPOIl CHet dHo=2 O8SE E2 2?7 (1)
1 TCP/IPSl EHAIZE HSUHA S&oles T2 ES0ICH
@ TEHZ2H dXRES MSE6H)] s T2EZ0|C0.
@ RFC 82101 #E SO UCEH.
@ NUSEAI A ASEZE(0S1)2 HAIK SAAIAE(MHS) 0l CHZSHCE.
G 2o HXRH AAEZ2HH HEH Hstol=XE X&EotD MANRTS AS6H)| 2l
WEStE MAHOAIKIS "Aa2 FEsHCH.
2. UiSS A HYs =Hol=s WS0ICH =& 2HE WS0| S8 HAS DEAL.(4)
@ Y GIE U= From: EE= UES JIM0IEZ Z2AIE L.
@ N0l SHE HZ2HM9 IP =TAs ZSL0HAI L.
@ Y sIH Ues Date: ZE = YXls AIHH AIAEO AI2ZI0IB2 SAlHE
Z(},
@ ZHE IP F=AE pingdt nslookupsSs &6t oY AIAEI0 B1S IPE ME
XN D& |IPE M=XIE &0olg 2RI U
® 0] AH AN DNS AHIAE OHH SAEDI otsXE LI oA whoisSS
2 ZsHCH
3. LIS & FTP Eot=S A3t otJ| I8 &ot0] Ot 2d2 201017 (1)

@ /etc/ftpusers2| usenet, uucp, bin, daemons2 AtEZ &It StCh.

@ ftp 22 - ftp MHIA &= JIE2 RAXNSHI fAHM  /etc/inetd.confll  ftpd0il
""" =& FIt st

@ # vipw 2 # vi ~ftp/etc/passwd FHS AIZol0 COtEEH anonymous FTPS
A XIStCt.

@ /etc/ftpusers AFE3SH0 root AFEXLS fip AIES =231t

Ct.
® chmod 600 /etc/ftpusers HHES 0260 SIJIAMEHE root ASXEH 81D £
2= QT = SHCY.

-/




4. (22 E-Mail B2 Qo & LU0 AMEEH= TE T2E20 S/MIME It PGP CHEt
AAHOICH 0O & &2 ZaE 2127 (5)
D HAIK LS0s HYUIASS LN2IS0| AFRE0 HLIs 29| £33 2ne|
zZo2 A4S
@ S/MIMED} PGP= Z043| 2HIE 5t X.509 AIZSMHME AIR2E £ QUL
® S/MIMED PGP= H&Tl= HIAIKIO CHatol 2S53tE HAIK, MBS HAIX, 2535
L MIEE HAIX a2 XJsHC
@ HMEge 253t HAIXRN AES FItol)| fohAds SAIXS DRI ZTHoHK OF

5. C

@ FTPE AF2X0IE/IHA R E (username/passwor d
@ FTPUHIAS THARE= CIZ2E(default)2 DES
@ FTP MHIAE 01280 UM & AIZXE

StCt.
® S/MIMELL PGPE AtE5I0H ECHHIYAIAES =5t 0I5 XJdt= 0 AHE
& XIot0{0F &tCt.

IS & FTP(File Transfer Protocol)2 Q| 2t&t

X A )
@ FTP "control connection"Q M&S & stH0OF L2l ME XMAMe 2SR L=

Ct.

® FTP "data connection"2 AI&AS O H 22 £ UD, MHE Xdes LSstDX 2=

Ct.

6. LS & FTP(File Transfer Protocol) MBI JIoHE %= U= 220 e £€Ho=z IHHE

MMOSHAl 22 A2 D2AI2. (3)

@ FTP MH2 iU (banner) 82 = AH 220 0ol %= QUL
@ FTPS "PORT" HH 2 FTP HI2A ZZH(bounce attack)0ll 012= £ UL}
=

0B

@ FTPS "PASV" HE2 MHAKE FE ZLA(brute force) 2A0 ol2E £ UL
@ FTPS "PORT" ¥ ZE AJNY Z2(port scanning attack)0l 0lE £ UL,
® FTP2l "PASV" H&E2 OIOIE StOl® 2 (data hijacking)0il O1€& == UL

7. TIS= SSLOIA MZ0l= 2tABIADE Ol 24272 (3)
Ol
@ alsol=
@ SAIEoeT]
@ 2Z4
(B5) MAC(Message Authentication Code)
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@ S-HTTP

e}
=
KK
ol
ol

=
-

OlA0lE +=&0A

SHVE

IZ2ES

® S-HTTP= Betemet At2tel HTTP &

0

00

Ie]

13. S-HTTP= & & 2| Security Negotiation Header
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18. ftp 222 AIESA SEHEM, S22 SAENA EB2 ZES AMEot=X L0t=
A2 U8 & o Aeot? (2)

@ ftp bounce attack

@ ftp port scanning

® Anonymous ftp attack
@ Brute force attack

® ftp daemon bug

19. SMTPOI CHEH Yoz O8s &8 X227 (1)

EZ0IC.

@ TCP/IPY EHAZE HSUHAM sHots =2
ZIZ2&EZ0I0

ZREZ2 &X
® RFC 82101 #&

@ JH“*°4/\I*E*?_ ASHEZ(0SN HAIX SAlAl
A E =

;25

B 22 MXRT AAEZHN O{EH CHslot
wWeol= HMAHOAIXIS A2 FESHT
20. (iS22 Hey 2= T2EZ2 = oL st &90|CH. 2290 st &4 o1Dt?

(1) MY NHZEH AE2XS HEEHZ HYLES URIESNH e =0l
(2) e ZZ2MA= 1108 ZE AR
(3) M AHZEH HY OS22ES Y A Y BtANAHE AHA
(4) AEXIDF DEXQ XM HULS AIRAl K2l
@ SNMP
@ SMTP

® FTP

@ PGP

® POP

. SSLoll CHEt Chs 898 & 2RE A2? (4)
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